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Experimental Decoy State Quantum Key 
Distribution with Unconditional Security 

Incorporating Finite Statistics

Experiment

Theory

Implementation of decoy method

Determine code rate in EC, sacrifice bits for PA

EC(LDPC)/PA

Record detection probability, transmitted pulses，
error rate for each intensity

Estimate fraction of photon states in detected events

Final key rate
– m0,m1,m2,m3=0, 0.07, 0.35. 0.5

m3=0.5 used for key generation

– code length 100,000 bits

– security parameter d=8

Alice

PBS detector

Bob

PMB

LD
ave. photons

0, m1, m2, m3

RNGDRIVER 1.55mm, 62.5 MHz

Jun Hasegawa
ERATO-SORST, JST

Introduction

gap between ideal and reality 

in security analysis 

ideal

single photon source laser: may contain 0, 1, 2,..

reality

infinite resource

(asymptotic analysis)
finite memory, time

（finite block length）

no statistical errors
• fluctuation

• sampling errors

considering all the 
above

insecure ?
no secure key left?

Security 
assurance in 
the real-
world setting
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Receiver data
(with fluctuation)

Decoy method:
estimation of Eve’s strategy

constraints for estimation

better estimation on leaked information

(with guaranteed precision)

Sacrifice bits

 d 2~ 1

rvmm

d 12

  d 2,22,02,1
~ nnnehm p

Eve’s information 

on final key

2
d

1
(2 )

d 

RNG

DRIVER

MOD

1000

1200

1400

1600

1800

2000

2200

2400

2600

2800

1 11 21 31

sequence

ke
y 

ge
ne

ra
ti
on

 r
at

e 
(b

ps
)

１０ ２０ ４０３０

error rate:5.6%
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average generation rate：2 kbps
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Experimental set-up

20km (0.25dB/km) Pd=3x10-4/pulse

• The first secure key generation with 

quantitative assurance

• The final key rate was 2 kbps 

after 20 km fiber transmission;

the maximum leaked information 

on the final key : 2-7

• Decoy method will also improve 

the final key rate with an imperfect 

single photon source

Conclusion

• Quantum Key Distribution (QKD)

– Provides a secret shared key between Alice 

and Bob

– Eve’s eavesdropping disturbs quantum states 

through quantum channel

– The amount of leakage information can be 

estimated from the disturbance

• Asymptotic case (ideal)

– Unconditional security was proved

– Some errors can be negligible

• Finite case (reality)

– Device fluctuation and sampling errors affect 

security of QKD

– Useful asymptotic technique (GLLP’s key 

generation rate) cannot be used

• Estimation of Eve’s information

– Introduces a security parameter δ to 

evaluate Eve’s information in finite case

– Improves Eve’s information theory with δ

by using decoy method QKD (reference [2])

– Investigate the characteristics of device 

fluctuation and sampling errors of the finite 

observed data

• Decoy method QKD [3]

– Practical solutions with coherent state light 

pulses, in which several coherent state light 

pulses with different intensities are used.

– Secure against PNS attack
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Random choice from 0-k intensities

k should be >2, 

but k=3 is enough

Alice

d: security parameter
vr: variance of estimated values


